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TAICS TS-0041 v1.0 AREAZEFTLRSRP

ANSI/CTA-2088-A Baseline Cybersecurity Standard for
Devices and Device Systems

ANSI/CTA -2088. 1 Baseline Cybersecurity for Small Unmanned
Aerial Systems

ANSI/CAN/UL 2900-1 Software Cybersecurity for Network-
Connectable Products, Part 1: General
Requirements

NIST SP 800-53 Security and Privacy Controls for

Information Systems and Organizations
U.S. Department of Homeland | Protecting against the threat of unmanned

Security CISA aircraft system (UAS)
U.S. Department of Homeland | Cybersecurity best practices for
Security CISA operating commercial unmanned aircraft

systems (UASS)

U.S. Department of Homeland | Secure Your Drone Privacy and Data
Security CISA Protection Guidance

U.S. Department of Homeland | Be Air Aware UAS Cybersecurity

Security CISA
Association for Uncrewed Vehicle | Green UAS Frameworks
Systems International (AUVSI)
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AES Advanced Encryption Standard EFE A B R
ANSI American National Standards Institute 2 RRpIRER €
APP Application Bt f2 50
CAN Controller Area Network Frdl B R B e
CCMP Counter Mode with CBC-MAC Protocol ; gﬂgﬁ— AR L%
FERG Ph3k
Cybersecurity & Infrastructure Security FRPERE 2ELIHXRGE
CISA
Agency > B
CVE Common Vulnerabilities and Exposures A RFPE
CVSS Common Vulnerability Scoring System LEREAT= DY =V A
European Telecommunications Standards BAHRGERERE
ETSI .
Institute
FAA Federal Aviation Administration # lfv‘]% SR
Forum of Incident Response and Security ERR) eHmE
FIRST
Teams
HTTP HyperText Transfer Protocol AR BT
IEEE Institute of Electrical and Electronics THT T s €
Engineers
NIST National Institute of Standards and 3 FR 7R FH T
Technology
RDP Remote Desktop Protocol Bk w A T
OWASP Open Web Application Security Project S;}\ Web e #25° % 2
Taiwan Association of Information and cAT A EARERL €
TAICS Lo
Communication Standards
TCP Transmission Control Protocol DA A
TLS Transport Layer Security i %i)%] S
UAS Unmanned Aircraft System R I )
UASS Unmanned Aircraft Systems g T
UDP User Datagram Protocol L Y kS
UL UL Standards E 1 E&]ér‘?;f-x; ® 8
UPnP Universal Plug and Play EERCL T A
USB Universal Serial Bus WF R AR
SMB Server Message Block ERAEEEE AR
SP Special Publication FHruds
WPA2 Wi-Fi Protected Access 2 Wi-Fi S5~ D22
WPS Wi-Fi Protected Setup Wi-Fi %23k 2
3GPP The 3rd Generation Partnership Project 23 EL ﬂigy#‘ =

R T
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[3] ANSI/CAN/UL 2900-1: “Standard for Software Cybersecurity for Network-
Connectable Products” , Part 1: General Requirements.

[4] ANSI/CTA -2088.1: “Baseline Cybersecurity for Small Unmanned Aerial
Systems” .

[5] Association for Uncrewed Vehicle Systems International (AUVSI), “Green
UAS Frameworks”

[6] Code of Federal Regulations: “§ 89.320 Minimum performance requirements
for remote identification broadcast modules”

[7] ETSI TS 103 701 V1.1.1 (2021-08): “CYBER; Cyber Security for Consumer
Internet of Things: Conformance Assessment of Baseline Requirements”

[8] FAA 14 CFR Parts 89: “Remote Identification of Unmanned Aircraft”

[9] IEC 62443-2-1: “Establishing an industrial automation and control system
security program” .

[10]IEC 62443-3-3 “System security requirements and security levels”

[11] SEMI E187: “Specification for Cybersecurity of Fab Equipment”

[12]ITU-T X.1521: “Cybersecurity Information Exchange Vulnerability/State
Exchange Common Vulnerability Scoring System (CVSS) ”

[13INIST 800-171A: “Assessing Security Requirements for Controlled
Unclassified Information” .

[14INIST SP 800-53 “Security and Privacy Controls for Information Systems
and Organizations”

[15]NIST SP 800-38A4 “Recommendation for Block Cipher Modes of Operation:
Methods and Techniques”

[16] U.S. Department of Homeland Security CISA, “Protecting against the
threat of unmanned aircraft system (UAS)”

[17]U.S. Department of Homeland Security CISA, “Cybersecurity best practices

for operating commercial unmanned aircraft systems (UASS)”
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[18]U.S. Department of Homeland Security CISA, ” Secure Your Drone Privacy
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[19]U.S. Department of Homeland Security CISA, “Be Air Aware UAS
Cybersecurity” .
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